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LINKEDIN Profile: 
https://sg.linkedin.com/in/andrewkohmw

Thought leader, speaker, moderator, panelist, writer, advisor

• Selected conferences: World Cards & Payments; Financial Times; 

RiskMinds Asia; Bloomberg; Cards & Payments Asia; The Asian Banker. 
• Presented to central banks, regulators, government agencies, financial 

institutions, varsities, private equity & fin-tech firms.  
• Published articles for award winning magazine: Strategic Risk Asia.

25 years in banking, finance, payment & cards sectors 

• Experiences in Basel, ERM, GRC, Fraud, Outsourcing, RCSA, KRIs, Stress 
Testing, Incident Response, BCP, Audit frameworks & systems. 

• Currently, he is the Deputy Chief Manager of Risk Control in China 
Construction Bank, S'pore. and was Vce President of ERM for NETS.  

Avid Lifelong Learner

• Class of 2010 MS Risk Managment (Stern)  
• Class of 2009 MS Global Finance (Stern + HKUST) 
NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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AGENDA 

Part 1 - Cyber Security Threats 

• High risk, high profile threats to payments & banking systems. 
• Increasing sophistication and scale of threats. 
• Defense and Attack Technologies 
• Using data, analytics and intelligence to combat threats. 
• Power of collaboration and the role of regulators.

Part 2 - Defending against Cyber Threats/ORM Perspective

• Defining roles and responsibilities in cyber risk governance. 
• Identifying and protecting information assets most important to 

your firm and susceptible to cyber threats. 
• How can Key Risk Indicators (KRIs) effectively interact with other 

tools to monitor attempts of cyber-attacks?
• Interplay of Incident Response and Business Continuity planning.

Questions & Answers 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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Part 1 - Cyber Security Threats

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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High risk, High profile threats to 
payments & banking systems. 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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High risk, High profile threats to 
payments & banking systems. 
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DATA IS THE NEW CURRENCY! 
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High risk, High profile threats to 
payments & banking systems. 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

CYBERSECURITY THREATS FOR 2015 & BEYOND!
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High risk, High profile threats to 
payments & banking ystems

Top 5 Threats Identified By NETS - Singapore national 
payment operator

Cyber-Terrorist Groups 1 

Politically motivated Groups 2

Hackers  / Hacking Incidents 3

Cyber  Loss Incidents 4

Payments Disruptions due to 
cyber-attacks and related incidents

5
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High risk, High profile threats to 
payments & banking ystems

Top 5 Threats Identified CCB Singapore

Cybercriminals and their actions 1 

Insider Threats 2

Brand & Reputational  risks 3

Non compliance  to  regulatory  
requirements  on cybersecurity. 

4

Business Disruptions 5



10

Increasing Sophistication & Scale of Threat

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

Sony Hack / North 
Korea Govt. link

Turbotax 
hack / 18 

U.S. states 

JP Morgan Chase  
hack / 83mio 

records 
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Increasing Sophistication & Scale of 
Threat(NETS & CCB S'pore) 

(
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Feb 2014 – MTGOX 

“150,000 DDoS 
attacks per second 
for several days” 

Nov 2014 – Sony 
“Its like 1,000 

robberies done in  robberies done in  
50 states in 1 day”
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Defense and Attack Technologies 
(NETS & CCB S'pore)  

(NETS  (NETS) 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

VIRUS (1990s)

WORMS (2000s)

BOTNETS (late 2000s to 
current)

APTs (current)

ANTI-VIRUS, FIREWALLS (1990s)

INTRUSION DETECTION & 
PREVENTION (2000s) 

DLP, APPLICATION-AWARE      
FIREWALLS (late 2000s to current)

NETWORK FLOW ANALYSIS
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Defense and Attack Technologies 
(NETS)  

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

Top 5 Security Threat Defense Used by Organization (CISO)
(Source: CISCO Annual Security Report 2015)  

Network security, firewalls ,  intrusion 
prevention

64% 

Web security 62% 

Email/messaging security 58%

Data Loss Prevention (DLP) 55%

Encryption/privacy/data protection 55%
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Defense and Attack Technologies 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

Huge Gaps in Defense Technologies we use today 

• Firms using yesterday‘s technologies to defend against cyber threats. 
• Advances in technological innovations far exceeding security and risk 

management practices. Profits come first! 
• There is a popular web-browser  that can bypass 

firewalls w/o hacking. 
• Lack of committed resources to defend against cyber-attacks. 
• Most firms still view cyber threats as isolated, IT related issues.

Severe Knowledge Gaps in Cyber Risks & Security 

• No skills and mindset for board of directors and C-Suite executives to 
make informed decisions. 

• Lack of staff cybersecurity awareness  to guard against cyber threats.   
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Using data, analytics and intelligence 
to combat threats(NETS ) 

(NETS) 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

BIG DATA
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Using data, analytics and intelligence to 
combat threats. (NETS) 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

BIG DATA + BIZ INTELLIGENCE
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Power of collaboration and the 
role of regulators.. (NETS & CCB S'pore)

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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Power of collaboration and the 
role of regulators.

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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Part 2 - Defending against 
Cyber Threats from an 

Operational Risk Manager’s 
Perspective.

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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Defining roles and responsibilities in 
cyber risk governance. 

.

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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Defining roles and responsibilities in 
cyber risk governance. (NETS & CCB S'pore)

.

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

Board of directors Responsible for cyber risk framework.

Senior 

Management

Responsible for implementation and daily 
management of cyber risk framework.

Cyber Risk & 
Security Committee 

Comprises of ORM, ERM, ITRM, Tech Ops, 
General Ops, BCM, Legal, Compliance,     General Ops, BCM, Legal, Compliance,     
Audit (advisory). 

Cyber Risk 
Champions (Biz & 

Support Units) 

• Cyber risk identification & assessment.
• Raise cyber risk warning alerts and 

recommend solutions to issues raised.
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Identifying and protecting information 
assets most important to your firm and 
susceptible to cyber threats. (NETS ERM) 
.

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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Identifying and protecting information 
assets most important to your firm and 
susceptible to cyber threats. (CCB S'pore) 
.

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

St
ro

n
g 

R
is

k 
C

u
lt

u
re

 

C
yb

e
r R

isk G
o

ve
rn

an
ce



24

Identifying and protecting information assets 
most important to your firm and susceptible 
to cyber threats. (NETS & CCB S'pore) 

.

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

Criteria Used Risk Tools Risk Impacts

Definition Risk Strategies 
Selection

Dependent on whether it’s 

data or assets or both. 

Single Point 

of Failures

Process Mapping 
+ RCSA 

Failure at a single vector 
resulting in severe business 
disruptions/penalties, etc

Most 
Vulnerable 

Attack 
Surface Area

Cyber Security & 
Risk Assessment

Success rate of cyber attacks 
can lead to brand & 
reputational risks for firms.   
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Definition of Information Assets (NETS) 

Components Protection Technologies

DATA Data Encryption 

APPLICATION Application Hardening;  
Anti-virus

HOST Authentication;  Update Mgmt

INTERNAL NETWORK Network Segmentation;  IPSec;  
Network IDS. 

PHYSICAL  SECURITY Guards;  Locks; Tracking Devices

POLICIES,  PROCEDURES 
& AWARENESS

User Education & Training 
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Definition of Information Assets (CCB S'pore) 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 



27

Definition & Risk Strategies Selection 
(NETS) 

(NETS) 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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Single Point of Failure 
END-TO-END PROCESS MAPPING (Level 1)

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

Cyber threats
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Single Point of Failures
END-TO-END PROCESS MAPPING (Level 2) 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

Cyber threats
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Identifying and protecting information 
assets most important to your firm and 
susceptible to cyber threats. 
.
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Cyber Security & Risk Assessment
(Scenario Based Approach)  
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Risk Description 

Identification Risk Assessment 
Risk Control 

Register 

Gross Risk Residual Risk

Likeli- 

hood 
Impact Gross 

Risk 
Score 

Gross 
Risk 

Ranking 

Gross 
Risk 

Rating

Likeli 

hood
Impact Residual 

Risk 
Score 

Residual 
Risk 

Ranking

Residual 
Risk 

Rating 

1. Economic 
Financial loss 3 3 9 1 1 2 2 4 1 1

Transaction Value 2 3 4 2 2 1 2 2 2 2

2. Operational 
System Availability NA NA NA NA NA NA NA NA NA NA
Staff Attrition NA NA NA NA NA NA NA NA NA NA

3. Brand and Reputation 
Damage to reputation NA NA NA NA NA NA NA NA NA NA

4. Regulatory
Non-compliance NA NA NA NA NA NA NA NA NA NA

5. Client 
Customer Impact NA NA NA NA NA NA NA NA NA NA
Merchant Impact NA NA NA NA NA NA NA NA NA NA

Effective 
Controls 
in place? 

(Y/N)

ALL RISKS 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

RISK & CONTROL SELF ASSESSMENT
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Identifying and protecting information 
assets most important to your firm and 
susceptible to cyber threats. 

.

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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Risk Description 

Identification Risk Assessment 
Risk Control 

Register 

Gross Risk Residual Risk

Likeli- 

hood 
Impact Gross 

Risk 
Score 

Gross 
Risk 

Ranking 

Gross 
Risk 

Rating

Likeli 

hood
Impact Residual 

Risk 
Score 

Residual 
Risk 

Ranking

Residual 
Risk 

Rating 

1. Economic 
Financial loss NA NA NA NA NA NA NA NA NA NA

Transaction Value NA NA NA NA NA NA NA NA NA NA

2. Operational 
System Availability NA NA NA NA NA NA NA NA NA NA
Staff Attrition NA NA NA NA NA NA NA NA NA NA

3. Brand and Reputation 
Damage to reputation NA NA NA NA NA NA NA NA NA NA

4. Regulatory
Non-compliance NA NA NA NA NA NA NA NA NA NA

5. Client 
Customer Impact NA NA NA NA NA NA NA NA NA NA
Merchant Impact NA NA NA NA NA NA NA NA NA NA

Effective 
Controls 
in place? 

(Y/N)

ALL RISKS 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

RISK & CONTROL SELF ASSESSMENT
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Identifying and protecting information 
assets most important to your firm and 
susceptible to cyber threats. 

.
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Risk Description 

Identification Risk Assessment 
Risk Control 

Register 

Gross Risk Residual Risk

Likeli- 

hood 
Impact Gross 

Risk 
Score 

Gross 
Risk 

Ranking 

Gross 
Risk 

Rating

Likeli 

hood
Impact Residual 

Risk 
Score 

Residual 
Risk 

Ranking

Residual 
Risk 

Rating 

1. Economic 
Financial loss NA NA NA NA NA NA NA NA NA NA

Transaction Value NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA
2. Operational 
System  Availability 
Staff Attrition NA NA NA NA NA NA NA NA NA NA

3. Brand and Reputation 
Damage to reputation NA NA NA NA NA NA NA NA NA NA

4. Regulatory
Non-compliance NA NA NA NA NA NA NA NA NA NA

5. Client 
Customer Impact NA NA NA NA NA NA NA NA NA NA
Merchant Impact NA NA NA NA NA NA NA NA NA NA

Effective 
Controls 
in place? 

(Y/N)

ALL RISKS 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

RISK & CONTROL SELF ASSESSMENT

Key Risk 
Indicators 

Review KRI 
Thresholds
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CREATE YOUR FIRM’S CYBER RISK UNIVERSE 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
37

Human Risk 

Regulatory Risk Flaws & Bugs  

Encryption Risk 

Governance 
Risk 

Technology Risk Outsourcing Risk 

Compliance Risk 

Monitoring Risk 

Threats Risk  

Project 
Risk  

Application 
Risk 

Vendor RiskReputation Risk Fraud Risk 

Escalation Risk

Disruption Risk

Vulnerabilities 

Legal Risk

PCI DSS Reporting Risk  

Audit

Malware Risk 
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OPERATIONAL RISK MANAGEMENT 
RISK HEAT MAP  

38



CYBER-
RISKS 

(Possible, 
Catastrophic)

OPERATIONAL RISK MANAGEMENT 
RISK HEAT MAP  

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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OPERATIONAL RISK MANAGEMENT 
RISK HEAT MAP  
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Likelihood Impact

Risk Parameter1

New Obj / 
Strategy

New Ops 
process

New 
System

New 
Risk

2

3

4

Tier 1 Tier 3Tier 2

41

Risk Score = Likelihood x Impact 

Risk Scores 

Time Frame 

Risk Escalation 

Define Key Risk Indicators

Economic 1 2 3 4 5

Operational 1 2 3 4 5

Brand & 
Reputation 1 2 3 4 5

Regulatory 1 2 3 4 5

Client 1 2 3 4 5

Impact Insignificant Minor Moderate Major Severe

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

MONITOR & IMPROVE OPS RISK PROGRAM



42

How can Key Risk Indicators (KRIs) effectively 
interact with other tools to monitor attempts 
of cyber-attacks?

(NETS & CCB 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

KRI Metrics Risk Owners Scope of Responsibilities 

Percentage of 
Failure rates

Technology  Technology  
Team  

Product and/or services 
Failure Testing Cycles 

Volume of 
data passing 
thru’ network 

traffic 

Security  & Risk 
Team 

Managing data traffic passing 
thru’ firewalls’ defenses via 
setting up filter rules for data 
packets. 

System 
disruptions 

Business, 

Technology, 
Security & Risk 

Managing system downtime, 

investigate root causes & 
incident escalation 



Figure   3 
Targets 

Control 
Objectives 

Perspectives Indicators Target  
Campi. 

 Camp  i. 
level 

lniciatives 
2010 

10.1 · A· ASSU· · 
re a secure e 
operation 

Losses 
through Vuln. . 
Reduction 

Control 10.1.2 • • 
Change 

management 
30% 8% 

Financial 

"  "  "'""  ' '"'"'"'  " '""' '""'. """ '"'""  '  "  ' 

6.2 • 2 • Keep p 
3rd pa1ty 
securi  ty 

Customers 
controlled 
accesses 

Control 6.2.2 • 2 • 
Customers security 

treatment 
90% 48% 53% 

Customers 

,,  .  ,,  .  ,,  .  ,,  . '""  "  ""  ' "  '  "  ' "  '  "  '. "  '  "  '  "  '  "  ""  ' .. .. .. 
12.6   · · Ri  sk 

thr.Vulnerab.  
Reduction 

Checked & & 
treat  ed 

Vulnerab. 

Control 12.6.1 • • 
Vulnerabilit  y control 

 70% 45% 64% Internal 
Processes 

"  '  """'" '"  '""  '  "  ' '""  ' '  "  "  ' "  '  "  '  "  '  '""  ' ....... 
8.2 -Assure  
standards 
knowledae 

 
Awareness 

level 
60 

hours 
50 

hours
Control 8.2 2 2 2 • • 

.Awareness Plan 
Learni  ng and  

Growth 
 

 83\ 

"  '  "  '  "  '  "  ' """"'"  ' "  "  " "  '  "'. ' "  "' "  '  "'"  '  "'"" 

27%

.....

.......
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How can Key Risk Indicators (KRIs) effectively 
interact with other tools to monitor attempts 
of cyber-attacks?

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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Interplay of Incident Response and 
Business Continuity planning.

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

CYBER-ATTACKS 
CAN STRIKE 

WITHIN SECONDS! 

DATA CAN BE 
STOLEN WITHIN 

MINUTES! 

CURRENT STATE OF CYBER INCIDENT RESPONSE 
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Interplay of Incident Response and 
Business Continuity planning. (NETS & CCB )

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 

LOW CYBER INCIDENTS HIGH CYBER INCIDENTS 

Notification Timing Ownership Notification Timing Ownership 

Biz  Unit 
Dept Head 

Immediate Biz Unit 
Dept  Head

Senior Mgmt Immediate CEO  

ORM  
Dept Head 

<  30 mins - ERM +  ORM 
Dept Heads

Immediate 

-

Cyber  Alert 
Team 

<  45  mins - Cyber Alert  
Team 

Immediate 



s 30, 000 s 

Webserver Intrusion 9 60% s 5 , 000 s 3 , 000 

Smart Devices 10 90~-b s 6 5 0 , 000 s 5 8 5,000 

Internet Transactions 11 430/ 0 ' s 7 50, 000 s 322, 500 

12 40~-~ s 300, 000 s 120, 000 

3rd Party Apps 13 35% s 100, 000 s 35,000 

Smarter Fixes 14 90~-b s 35,000 s 31,500 

Employees 15 15% s 200, 000 s 30, 000 

Outsource 16 10~·b s 10, 000 s 1 , 000 

Tota l $ 2 , 853,000 $ 1 , 233,490 

Contingency Budget

Risk Probability Cost Contingency

Malware 1 30% $100,000 $30,000
Damage to Reputation 2 50~b Irrepl aceable Irrepl aceable 

Unknown Attacks 3 20% 6 , 000 

Obsolete Security 4 10~·o s 280, 000 s 28, 000 

Unknown Resolutions 5 10% s 250,000 s 25, 000 

Key Loggers 6 3 % s 3 ,000 s 90 
Botnets 7 7 % s 120, 000 s 8 , 400 

System Access 8 40~-~ s 20, 000 s 8 , 000 

Espionage, Terrorists

46

Interplay of Incident Response and Business 
Continuity planning(NETS & CCB) .

(NETS & CCB)

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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KEY TAKEAWAYS  

Part 1 - Cyber Security Threats 

• Aware of high risk/profile threats + their rising sophistication/ scale.
• Huge Gaps in Cyber Defense  Technologies and Expertise.  
• Ideas  to use big data, analytics & intelligence to combat threats. 
• Common goals in collaborating with peers and regulators.

Part 2 - Defending against Cyber Threats/ORM Perspective

• Need to set-up cyber risk governance. 
• Know how to identify & protect key assets against cyber threats. 
• Define key KRIs metrics to monitor attempts of cyber-attacks.
• Understanding the problem in Incident Response and to use Business 

Continuity planning to address  them. 

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015 
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Some Useful References: 
• Andrew Koh : “Rethinking enterprise risk management – A new  educational series 

looking at practical ideas for managing a variety of risks”, (StrategicRISK, Asia 
edition, Issue 5, Sep. 2014): file:///C:/Users/Andrew%20Koh/Downloads/SR-Asia- 

September-2014.pdf
• Andrew Koh : “Rethinking enterprise risk management – Our Educational Series 

Examines Emerging Risks and Scenario Analysis (StrategicRISK, Asia edition, Issue 
6, Jan 2015): http://edition.pagesuite- 

professional.co.uk//launch.aspx?eid=75224692-730f-4804-998c-cfad87fbc0b2
• Models of Escalation and De-escalation in Cyber Conflict John C. Mallery Computer 

Science & Artificial Intelligence Laboratory Massachusetts Institute of Technology 
Presentation at the 2011 Workshop on Cyber Security and Global Affairs, Budapest, 
Hungary, May 31 – June 2, 2011.Version: 3/29/2012 11:04 AM

• Verizon 2015 Data Breach Investigations Report:  
http://www.verizonenterprise.com/DBIR/2015/

• An ISACA and RSA Conference Survey: State of Cybersecurity: Implications for 
2015: http://www.isaca.org/cyber/pages/state-of-cybersecurity-implications-for- 

2015.aspx
• CISCO Annual Security Report 2015: http://www.cisco.com/web/offers/lp/2015- 

annual-security-report/index.html
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andrewkohmw@yahoo.com.sg

https://sg.linkedin.com/in/andrewkohmw

@KohWee

Contact Information
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If You Have Trouble Sleeping After This….

mailto:andrewkohmw@yahoo.com.sg
https://sg.linkedin.com/in/andrewkohmw
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