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Part 1 - Cyber Security Threats

|« High risk, high profile threats to payments & banking systems. A
| * Increasing sophistication and scale of threats.
|+ Defense and Attack Technologies
|+ Using data, analytics and intelligence to combat threats.
~|* Power of collaboration and the role of regulators. o
| » Defining roles and responsibilities in cyber risk governance. i
|+ Identifying and protecting information assets most important to R
| your firm and susceptible to cyber threats.
|+ How can Key Risk Indicators (KRIs) effectively interact with other
| tools to monitor attempts of cyber-attacks?
|+ Interplay of Incident Response and Business Continuity planning. e




Part 1 - Cyber Security Threats




8 High risk, High profile threats to
® payments & banking systems.
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High risk, High profile threats to
T payments & banking systems.

DATA BREACHES & DATA BREACHES

HAPPEN AT AN ALARMING RATE
DATA RECORDS LOST OR STOLEN IN 2014

In fact, there were over

575,406,061 [ 1023108267

data records lost or stolen n 2013,
19470 32
TeLorns ° records 0
avery minute BVery second
{ion was used and the stolen data was rendered Useless.




High risk, High profile threats to
® payments & banking systems.

CYBERSECURITY THREATS FOR 2015 & BEYOND!

Coordinated Persistent Threat Actors Dynamic, Polymorphic Malware
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High risk, High profile threats to
payments & banking ystems

Top 5 Threats Identified By NETS - Singapore national
payment operator

- | Cyber-Terrorist Groups 1

Politically motivated Groups 2

| Hackers / Hacking Incidents 3

Cyber Loss Incidents 4

- | Payments Disruptions due to 5
- | cyber-attacks and related incidents




High risk, High profile threats to
payments & banking ystems

Top 5 Threats Identified CCB Singapore

| Cybercriminals and their actions

| Insider Threats

| Brand & Reputational risks

Non compliance to regulatory

- | requirements on cybersecurity.

- | Business Disruptions




Increasing Sophistication & Scale of Threat
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? Increasing Sophistication & Scale of
 Threat(NETS & CCB S'pore)

Feb 2014 - MTGOX fo kb o o L .. Nov 2014 —Sony
“150,000 DDoS & S e Pk “Its like 1,000
attackspersecond S = . @ & _—
for several days”




Defense and Attack Technologies
= (NETS & CCB S'pore)

VIRUS (1990s)

INTRUSION DETECTION &
PREVENTION (2000s)

DLP, APPLICATION-AWARE
FIREWALLS (late 2000s to current)

APTs (current) )< NETWORK FLOW ANALYSIS




& Defense and Attack Technologies
. (NETS)

Top 5 Security Threat Defense Used by Organization (CISO)

(Source: CISCO Annual Security Report 2015)

| Network security, firewalls , intrusion 64%
| prevention

Web security 62% R

Email/messaging security 58% -

Data Loss Prevention (DLP) 55% o

Encryption/privacy/data protection 55% B




Defense and Attack Technologies

| Huge Gaps in Defense Technologies we use today i

|+ Firms using yesterday’‘s technologies to defend against cyber threats. |
|+ Advances in technological innovations far exceeding security and risk |
| management practices. Profits come first!
~|* There is a popular web-browser that can bypass
| firewalls w/o hacking.
|+ Lack of committed resources to defend against cyber-attacks.
~|* Most firms still view cyber threats as isolated, IT related issues. o
|+ No skills and mindset for board of directors and C-Suite executivesto |
| make informed decisions.
| * Lack of staff cybersecurity awareness to guard against cyber threats. |




Using data, analytics and intelligence
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Using data, analytics and intelligence to
B combat threats. (NETS)

BIG DATA + BIZ INTELLIGENCE

e . . Bl Solution: Big Data Service
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E Power of collaboration and the

 role of regulators (NETS & CCB S'pore)
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Power of collaboration and the
role of regulators.




Part 2 - Defending against
® Cyber Threats from an

Operational Risk Manager’s
|| Perspective.




Defining roles and responsibilities in
cyber risk governance.

Enterprise risk framework and foundational model

Creditrisk Marketrisk

Defaultrisk

Credit rating, modeling, optimization Interest rate change

Operational risk

Human capital
Employment practices, workplace safety

Counterparty risk Currency fluctuation
Derivatives, futures, swaps, insurance forex

Financial crime
Fraud, sanctions, PEP, AML

Liquidity risk

Asset liquidity, liability funding Commodity risk

Compliance
Regulations, policies, standards, reporting

Asset liability management =
VaR, EaR cash forecasting Portfollo risk

Technology
Infrastructure, data management

Business strategy
M&A, R&D

Legalrisk

Lawsuits, regulation, reputation, liability

Sovereign risk

Cyberrisk
Malware, IAM, IDS, SEM, endpoint

Geopolitical risk

- Source: IDC Financial Insights, 2011

Accounting and controls
Controls, reconciliations, exception handling

Vendorrisk
Public cloud, vendor management

Oversight




Defining roles and responsibilities in

cyber risk governance. (NETS & CCB S'pore)

Board of directors Responsible for cyber risk framework. P

Senior Responsible for implementation and daily |

Management management of cyber risk framework. o

Cyber Risk & Comprises of ORM, ERM, ITRM, Tech Ops, | =

Security Committee General Ops, BCM, Legal, Compliance, B

Audit (advisory). e

Cyber Risk e Cyber risk identification & assessment. |

Champions (Biz & * Raise cyber risk warning alerts and .

Support Units) recommend solutions to issues raised. |




Identifying and protecting information
assets most important to your firm and
susceptible to cyber threats. (NETS ERM)

Evaluate &
prioritize risks

Select risk

management
techniques
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Identifying and protecting information

assets most important to your firm and .

susceptible to cyber threats. (CCB S'pore) £ ==

’l The Process of ICAAP of a bank can be
| illustrated through the following diagram

AN PGy




Identifying and protecting information assets

most important to your firm and susceptible
to cyber threats. (NETS & CCB S'pore)

g1 I ERVIY-TOl Risk Tools Risk Impacts
Definition Risk Strategies Dependent on whetherit's |
Selection data or assets or both.

AN 1119 Process Mapping | Failure at a single vector
of Failures + RCSA resulting in severe business |
disruptions/penalties, etc |

Most Cyber Security & | Success rate of cyber attacks
YOIl Bl Risk Assessment | can lead to brand &
Attack reputational risks for firms. |

Surface Area SRR




Definition of Information Assets (NETS)

Components Protection Technologies
DATA Data Encryption
~ APPLICATION Application Hardening;
o Anti-virus S
~ HOST Authentication; Update Mgmt
INTERNAL NETWORK Network Segmentation; IPSec;
Network IDS.
| PHYSICAL SECURITY Guards; Locks; Tracking Devices |
POLICIES, PROCEDURES User Education & Training
| & AWARENESS




Definition of Assets (CCB S'pore)




Definition & Risk Strategies Selection

-] Have more customer accounts ~

MITIGATION STRATEGY

Add capacity

Add inventory

Have redundant suppliers
Increase responsiveness
Increase flexibility
Aggregate or pool demand

Increase capability

Greatly increases Risk ‘ W Decreases Risk
Increases Risk g ., Greatly Decreases Risk




Single Point of Failure

END-TO-END PROCESS MAPPING (Level 1)

Customer Sales Management

Credit Criteria
Buy Product «

Credit Form

Bad
Credit

Order Entry

4 Calculate Credit
Terms
’ Cyber threats




Single Point of Failures

END-TO-END PROCESS MAPPING (Level 2)

Company Sales Process

) Company Account Account Account Contact/Engage Foundation
Define Market .' Sales Training . Strategy . Investigation . Sales/Strategies . Customer . Presentation

Go to Market ales Process, Contact Levels, Target Market — HiE.‘[Ury,l’F'?st Fi.Ies & Contact I__evels ntm?#.ﬁ;?z;:ﬁ:ers chmpany Introduction
Y Product Knowledge/Market Define Relationships Current.En\-'lro.nmem ) Senvices &
Strategy Knowledge, Facilitation Skills “|deal Customer” Onyx Database utsourcing Philosophy #rrange Foundation Capabilities
Presentation Skils, Proposal Annual10k Report O pportunities, Fresentation
WV riting, Account Management, Articles, WebSlte | Target Focus
Lapabilities Tours, Conceptual/ D&B, Contacts Influential
Strategic Selling Method Hoovers, Edgar's

\ 4

- Implementation
ldentify Resource Needs Findings and FPlan and Creatio
- > =i ccommend ation Written Proposal Pricing — X
O pportunities Engagement Analysis Presentation Agreed Upon wit]
Client
Fustomer Data Gathering Define Scope Engage Business
(Customer Business Plan Create Work Sheet Development
Organization Charts nderstand Resource Questionnaires
Relationship/Credibility Reguirements Process
Building Send Resource Format, Pricing
Identify Business Issues equirements to RDM
dentify Opportunity Type
Contract . Service . Billing . |Ion-Going Accou Business . Account Review
Finalization Implementation M anagement Plan Meeting
AE Obtains Internal Business Plan
AE Send Project i Account Review Process
Signed Farm to RDM Kick -Off Acc .
Contract . M eeting Project Status Reporting
Internald External

Project Review

Client Sat Surveys

Cyber threats
Escalation Process

Project Turnover

NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015



Identifying and protecting information
assets most important to your firm and
susceptible to cyber threats.

Evaluate &
prioritize risks

Select risk

management
techniques
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Cyber Security & Risk Assessment

B (Scenario Based Approach)
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RISK & CONTROL SELF ASSESSMENT

Risk Beseription . Risk Control |-
Identification Risk Assessment Register |
ALL RISKS Gross Risk Residual Risk "
ecti
Likeli- |[Impact]| Gross | Gross | Gross |Likeli| Impact | Residual | Residual | Residual _C°“"°'S
hood Risk | Risk | Risk |hood Risk Risk Risk in place?
Score |Ranking| Rating Score Ranking | Rating (Y/N)

CrfEeomomic: t il
. [Financial loss 3 3 9 1 1 2 2 4 1 1
.- [Transaction Value 2 3 4 2 2 1 2 2 2 2
CfReOperational
. '|System Availability NA NA NA NA NA NA NA NA NA NA
opeffAtton 1 NA_ I NA | NA I NA_| NA | NA| NA | NA__ | NA_ 1 NA__

3. Brand and Reputation -

Damagetoreputaton | na | na | nNa | Na | Na [ Na] Na | Na | Na | Na |
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Non-compliance [ Nna | Na [ NaA | NA | NA [ NA] NA ] NA [ NA [ NA [
B G- T T
. |customer Impact NA NA NA NA NA NA NA NA NA NA
-:-:: Merchant Impact NA NA NA NA NA NA NA NA NA NA




Identifying and protecting information
assets most important to your firm and
susceptible to cyber threats.

Evaluate &

plWe risks

Select risk

management
techniques
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RISK & CONTROL SELF ASSESSMENT

Identification Risk Assessment resicrer |

Gross Risk Residual Risk
ALL RISKS 7 Hect)

Likeli- |[Impact]| Gross | Gross | Gross |Likeli| Impact | Residual | Residual | Residual _C°“"°'S
hood Risk | Risk [ Risk [hood Risk Risk Risk in place?
Score |Ranking| Rating Score Ranking | Ratin (Y/N)
T ECONOMIC ) o
- [Fivameiabioss ——_ NA NA NA NA NA NA NA NA
.- [Transaction Value NA NA NA NA NA NA NA NA
Crf2eOperational N
- |System Availability NA NA NA NA NA NA NA NA

-|Staff Attrition NA NA NA NA NA NA NA NA

‘[customer impact NA NA_ NA NA NA NA NA NA /
-IMerchant Impact NA NA NA NA NA NA NA NK
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Identifying and protecting information
assets most important to your firm and
susceptible to cyber threats.

Evaluate &
prioritize risks

Select risk

management
techniques
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RISK & CONTROL SELF ASSESSMENT

Identification Risk Assessment
Gross Risk Residual Risk
ALL RISKS Froct
Likeli- |Impact]| Gross | Gross | Gross |Likeli| Impact | Residual | Residual | Residual _C°“"°'S
hood Risk Risk Risk [hood Risk Risk Risk in place?
Score |Ranking| Rating Score Ranking Ratin/g/ (Y/N)
CCEcOnOmIC )
- [Fivaneialloss —_ NA NA NA NA NA NA
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f CREATE YOUR FIRM’S CYBER RISK UNIVERSE

" NYU Leonard N. Stern of Business - MSRM Risk Management Symposium 30 May 2015~~~




OPERATIONAL RISK MANAGEMENT

RISK HEAT MAP

Likelihood f Impact Descriptor Grid

Impact Descriptor

Catastrophic Major Moderate Minor Insignificant Totals

Certain (1] [} 1] (1]
Almost Certain (1] 0 1] (1]
Likelihood
Likely (1] v} 3
Possible 1 o 2
Unlikely 1 3
Totals 2 8

Action Plan Outstanding Tasks

Risk Mumber ¥ Department T Risk Class T Risk Category T Project Owner 7T Date Registered T | DueDate™ 7T
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1%
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Committes Governance
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OPERATIONAL RISK MANAGEMENT

RISK HEAT MAP

Likelihood f Impact Descriptor Grid

Impact Descriptor
Catastrophic Major Moderate Minor Insignificant Totals
Certain 0 1] 0 0 CYB E R
Almost Certain 0 1] 0 0
Likelihood Likel o o RISKS
ey (Possible,
Possible .
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Totals 0 5 2 1] 1 8

Action Plan Outstanding Tasks
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OPERATIONAL RISK MANAGEMENT
RISK HEAT MAP

Evaluate &
prioritize risks

Select risk

management
techniques
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! MONITOR & IMPROVE OPS RISK PROGRAM

- Define Key Risk Indicators

Risk Scores

Time Frame

New Obj /
Strategy

New Ops
process

Economic

Operational 2 3 4 5
SN
w2 Brand&. @ @ 4 5
--'|Reputation \

[ (7. \
T o o |Regulatory (I .—@ @ 4 5
Client @ 2 3 4 s




How can Key Risk Indicators (KRIs) effectively
interact with other tools to monitor attempts

of cyber-attacks?

KRI Metrics

Percentage of
Failure rates

Volume of
data passing
thru’ network
traffic

System
disruptions

Risk Owners

Scope of Responsibilities

Technology
Team

Product and/or services
Failure Testing Cycles

Security & Risk
Team

Managing data traffic passing |
thru’ firewalls’ defenses via
setting up filter rules for data
packets.

Business,
Technology,
Security & Risk

Managing system downtime,
investigate root causes &
incident escalation




How can Key Risk Indicators (KRIs) effectively
L interact with other tools to monitor attempts

& of cyber-attacks?

] s e A= o Perspectives S Indicators T Iniciatives
T ) O - O = - - Objectives 2010
10.1- Assu-| Losses Control 10.1.2-
~' Enancial | ° S through Vuln. 30% | 8% Change
e s e — operation | Reduction management
v— &) [ &) &) [ =
= 6.2-Keep | Customers Control 6.2.2 -
. o I | Jd paty | controlled | 90% | 48% | 53% [Customers security
- e o B e security | accesses treatment
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[E— 12.6-Risk | Checked & Contol 1261
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Interplay of Incident Response and
8l Business Continuity planning.

CYBER-ATTACKS DATA CAN BE
CAN STRIKE STOLEN WITHIN
WITHIN SECONDS! MINUTES!




Interplay of Incident Response and

Business Continuity planning. (NETS & CCB )

- LOW CYBER INCIDENTS HIGH CYBER INCIDENTS s
| Notification Timing Ownership | Notification Timing Ownership
Biz Unit Immediate | Biz Unit Senior Mgmt | Immediate CEO
~ | Dept Head Dept Head ;;;;;
~ ORM < 30 mins . ERM + ORM | Immediate
| Dept Head Dept Heads
Cyber Alert <45 mins - Cyber Alert Immediate
- | Team Team




& Interplay of Incident Response and Business

Continuity planning(NETS & CCB) .

Contingency Budget
Risk

Probability
30%

S

Cost

100,000

S

Contingency
30,000 |

50%

Irreplaceable

Irreplaceable

20%

30,000

6,000 |
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280,000
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3%
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| KEY TAKEAWAYS

Part 1 - Cyber Security Threats

|+ Aware of high risk/profile threats + their rising sophistication/ scale.
|+ Huge Gapsin Cyber Defense Technologies and Expertise.

|+ Ideas to use big data, analytics & intelligence to combat threats.
~|* Common goals in collaborating with peers and regulators.

|+ Need to set-up cyber risk governance.

|+ Know how to identify & protect key assets against cyber threats.

|+ Define key KRIs metrics to monitor attempts of cyber-attacks.

|+ Understanding the problem in Incident Response and to use Business
| Continuity planning to address them.




Some Useful References:

 Andrew Koh : “Rethinking enterprise risk management — Our Educational Series

|+ Andrew Koh : “Rethinking enterprise risk management — A new educational series | -
| looking at practical ideas for managing a variety of risks”, (StrategicRISK, Asia
edition, Issue 5, Sep. 2014): file:///C:/Users/Andrew%20Koh/Downloads/SR-Asia-

September-2014.pdf

Examines Emerging Risks and Scenario Analysis (StrategicRISK, Asia edition, Issue
6, Jan 2015): http://edition.pagesuite-

=1 professional.co.uk//launch.aspx?eid=75224692-730f-4804-998c-cfad87fbcOb2
~| '« Models of Escalation and De-escalation in Cyber Conflict John C. Mallery Computer
i Science & Artificial Intelligence Laboratory Massachusetts Institute of Technology
Presentation at the 2011 Workshop on Cyber Security and Global Affairs, Budapest,
Hungary, May 31 — June 2, 2011 .Version: 3/29/2012 11:04 AM

~| *  Verizon 2015 Data Breach Investigations Report:

| http://www.verizonenterprise.com/DBIR/2015/

 An ISACA and RSA Conference Survey: State of Cybersecurity: Implications for

o 2015: http://www.isaca.org/cyber/pages/state-of-cybersecurity-implications-for-
2015.aspx

e CISCO Annual Security Report 2015: http://www.cisco.com/web/offers/lp/2015-
s annual-security-report/index.html|



http://edition.pagesuite-professional.co.uk//launch.aspx?eid=75224692-730f-4804-998c-cfad87fbc0b2
http://www.verizonenterprise.com/DBIR/2015/
http://www.isaca.org/cyber/pages/state-of-cybersecurity-implications-for-2015.aspx
http://www.cisco.com/web/offers/lp/2015-annual-security-report/index.html

If You Have Trouble Sleeping After This....

Contact Information

1 YzHOO!Mil  andrewkohmw@yahoo.com.sq nnn:

B Linkedm https://sq.linkedin.com/in/andrewkohmw o
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