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Introduction
Long before the age of Amazon’s Alexa and other smart assistants, authors and
philosophers have considered a future dictated by advanced, and often self-aware, technology.
Isaac Asimov famously coined the Three Laws of Robotics in his 1942 short story
“Runaround”: 1
1) “A robot may not injure a human being or, through inaction, allow a human being to
come to harm.”
2) “A robot must obey the orders given it by human beings except where such orders
would conflict with the First Law.”
3) “A robot must protect its own existence as long as such protection does not conflict
with the First or Second Laws.”
Though the rules feign simplicity, Asimov’s fiction depicts the circumstances when
robots behave unexpectedly and even contradictory to the rules set forth. Asimov was perhaps
the first to spark a robot-obsessed zeitgeist of the 20th century. Culturally, there has been a
certain preoccupation with artificial beings and the threat they pose to the human race. Stanley
Kubrick’s 2001: A Space Odyssey introduced us to HAL, an intelligent computer that set the
battle between man and machine. Blade Runner showed us a dystopian future with robot-esque
beings nearly indistinguishable from humans. RoboCop presented the notion of robotic police
force.
While our present has not reached the future predicted by 20th century films and
literature, we are advancing, and advancing rather quickly, in that direction. Smart speakers and
voice assistants may not appear as sexy or tantalizing as the technology we thought we might

1

Isaac Asimov, “Runaround,” in I, Robot. (New York: Street and Smith Publications, Inc., 1942), 27.
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have by now. On the surface, they seem banal and benign. Owning an Amazon Alexa or asking
Siri a question has become almost customary. Using these devices has become second-nature and
because we engage with them so often, and so passively, we fail to recognize the power of the
technology. The obstacle at hand may not be a robotic takeover of Earth or chips being
implanted into our brains (at least not yet), but it is arguably just as important: privacy.
This is not to say that innovation should be abandoned in favor of privacy. In fact, the
balance between maintaining a sufficient level of privacy and reaping the benefits of intelligent
systems is a central quandary faced by 21st century society—loss of privacy is an inevitable
consequence of technological progress. The market of smart assistants is a growing one and this
technology is becoming a facet of many American homes. Already, there have been lawsuits
concerning privacy violations by Alexa or Siri, but consumers want the benefits these assistants
bring, and companies want to keep improving the systems. Instead of only focusing on
maximizing privacy or maximizing performance while neglecting the other, there must be a
balance of performance and privacy. Consumers and companies must work together to ensure a
playing field where consumers can retain a basic human right and where companies have the
freedom to innovate.
This paper explores the following research questions:
(1) What are the most important performance metrics? How do different companies
compare in these metrics?
(2) What privacy measures do companies currently enforce?
(3) Where do different consumers fall on the trade-off curve between performance and
privacy? Where do companies fall on the same curve?
(4) What privacy laws/regulations comparable to the GDPR exist in the U.S.?
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Companies are already taking steps to remodel their privacy settings in ways that shift
power and control to the users. Transparent practices and explicit privacy statements have also
found their way into companies’ policies. These changes are supported by the literature, which
stems back to the late ’90s and early 2000s when the internet was first becoming a standard part
of everyday life. Although users can no longer expect complete privacy in the current digital age,
those wanting to reap the benefits of smart assistants should adopt the Google Assistant—an
almost all-around winner by performance standards and, for those wary users, boasting a
substantial amount of privacy settings that rivals Apple’s Siri.
The Rise of the Smart Assistant
In 2019, there were approximately 3.25 billion voice assistants in use, and in 2023,
Juniper Research anticipates 2 that that number will more than double to an estimated 8 billion3—
that’s almost the expected world population in 2023. 4 In 2019, 26.2% of the U.S. adult
population owned smart speakers, with Amazon Alexa capturing 61.1% of the market (Google a
rising 23.9% share). To understand the scope of growth, consider this: it took 30 years for the
number of cellphones to surpass the number of people; smart assistants stand to cross that
threshold in half the time.5,6 This rapid proliferation also means that these devices are making

Sarah Perez, “Over a quarter of US adults now own a smart speaker, typically an Amazon Echo,” Tech
Crunch, March 8, 2019, https://techcrunch.com/2019/03/08/over-a-quarter-of-u-s-adults-now-own-a-smartspeaker-typically-an-amazon-echo/.
3
Bret Kinsella, “Juniper Estimates 3.25 Billion Voice Assistants Are in Use Today, Google Has About 30% of
Them,” Voicebot.ai, February 14, 2019, https://voicebot.ai/2019/02/14/juniper-estimates-3-25-billion-voiceassistants-are-in-use-today-google-has-about-30-of-them/.
4
“World Population Projections,” Worldometer, accessed April 11, 2020,
https://www.worldometers.info/world-population/world-population-projections/.
5
Judith Shulevitz, “Alexa, Should We Trust You?,” The Atlantic, November 2018,
https://www.theatlantic.com/magazine/archive/2018/11/alexa-how-will-you-change-us/570844/.
6
See Appendix, Exhibit A for graphic of smart speaker adoption.
2
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their way into homes with little concern, or even awareness, of what basic privacy is being
surrendered.
PwC conducted a 2018 survey that explored the rise of smart assistants and some of their
failings. Perhaps most importantly, among the sample of 1000 adults, the study found that
although smart assistants are advancing in their capabilities, consumers continue to use only
basic tasks, like asking questions and checking the weather. 7 Three factors were cited by the
respondents to explain a lack of experimentation: “limited knowledge of the full breadth of
capabilities, lack of trust, and hesitation due to complexity and price.” 8 Consumers’ failure to
employ more advanced features stands to be a hurdle for companies to overcome. No matter how
many individuals adopt smart assistants, the market penetration, from the perspective of societal
progress, will not be valuable if the assistants are not used to their full capacities.
The Dark Side of Smart Assistants and the Importance of Privacy
While smart assistants make tasks like playing music throughout the home or finding
information at arm’s reach easier, they are not without their controversy. Perhaps most notably, a
2015 murder investigation in Arkansas raised a slew of Constitutional and privacy issues when
authorities wanted to use the accused’s Amazon Echo as evidence. When a man was found dead
in the bathtub of James Bates’ home, prosecutors wanted access to the Echo’s recordings from
the night of the murder. 9 Though the case was dropped, and Amazon provided the recordings
after the defendant gave permission to do so, it brought up important concerns about the roles of
these devices. From a legal standpoint, Amazon had argued that the First Amendment protects

“Consumer Intelligence Series: Prepare for the voice revolution,” PwC, 2018,
https://www.pwc.com/us/en/advisory-services/publications/consumer-intelligence-series/voice-assistants.pdf.
8
“Consumer Intelligence Series,” PwC.
9
Nicole Chavez, “Arkansas judge drops murder charge in Amazon Echo case,” CNN, December 2, 2017,
https://www.cnn.com/2017/11/30/us/amazon-echo-arkansas-murder-case-dismissed/index.html.
7
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user’s communication and interaction with the Echo, as well as Amazon’s responses. 10 Because
the data was given up anyway, the argument never reached a striking conclusion; however, the
Bates case pointed to the possibility utilizing smart assistants as evidence in court. Devices like
Alexa have been found to turn on when they hear something similar to the “Alexa” wake word;
if smart assistants do turn on unintentionally, without the user’s explicit consent, it is
questionable whether the recordings after the inadvertent activation can be considered plausible
evidence.
A less sinister, though still uneasy, problem arose when Alexa sent out a recording of a
couple’s conversation. The Alexa mistook the dialogue to be a series of commands and sent a
text message with the conversation’s recording to one of the husband’s employees. 11 While the
conversation didn’t reveal anything incriminating or damaging, the idea that one has to worry
about privacy within their home is a disturbing one; this situation may have been innocent, but
there is no telling what kind of sensitive information a smart assistant may leak. Of course, as the
technology improves, unintentional waking and other problems will be (and are being) resolved.
In the meantime, however, companies must work extremely fastidiously to resolve as much of
these issues as possible.
Although Amazon, Google, and the like have been quick to mitigate and resolve privacy
infringements, it is difficult to anticipate all that may go wrong. In the wake of COVID-19, when
many are forced to stay home and continue their work remotely, people continue to voice
concerns about smart assistants, suggesting that complete trust has not yet been established. A

Sylvia Sui, “State v. Bates: Amazon Argues that the First Amendment Protects Its Alexa Voice Service,”
Jolt Digest, Harvard Journal of Law and Technology, March 25, 2017, https://jolt.law.harvard.edu/digest/amazonfirst-amendment.
11
Niraj Chokshi, “Is Alexa Listening? Amazon Echo Sent Out Recording of Couple’s Conversation,” The New
York Times, May 25, 2018, https://www.nytimes.com/2018/05/25/business/amazon-alexa-conversation-sharedecho.html?searchResultPosition=1.
10
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notable U.K. law firm recommended that their lawyers turn off any smart devices, like Alexas or
Google Assistants, to ensure clients’ privacy during phone calls.12 These devices have been
known to turn on inadvertently when hearing something similar to the wake word; a study done
by Northeastern University and Imperial College London found that they can activate between
1.5 and 19 times a day.13 However, for the most part, when they do wake up it’s often only for
short time periods.14 What the law firm’s warnings and the study’s findings do suggest is that
some discomfort exists around smart assistants. Depending on a user’s privacy preferences and
how long it takes to develop trust, it may take some time before such devices reach their
performance potential and become extensions of people’s lives.
Apart from the immediate issues of privacy and consent on the consumer side, the
problem of criminal activity and data protection has become more apparent on the machine side.
A plate called a diaphragm is located in smart speakers that is stimulated by sound. A research
group from Tokyo and the University of Michigan were able to use lasers that mimicked that
stimulation to activate devices like Amazon Alexa from up to 350 feet away. They were even
able to command the smart speaker to open a garage door while located in another building. 15
This vulnerability is certainly not realized by consumers who purchase these devices simply for
convenience’s sake or just as another entertaining gadget.

12
Crystal Tse and Jonathan Browning, “Locked-Down Lawyers Warned Alexa Is Hearing Confidential Calls,”
Bloomberg, March 20, 2020, https://www.bloomberg.com/news/articles/2020-03-20/locked-down-lawyerswarned-alexa-is-hearing-confidential-calls.
13
Daniel J. Dubois, Roman Kolcun, Anna Maria Mandalari, Muhammad Talha Paracha, David Choffnes, and
Hamed Haddadi, “When Speakers Are All Ears,” Mon(iot)r Research Group, February 14, 2020,
https://moniotrlab.ccis.neu.edu/smart-speakers-study/
14
Dubois et al., “When Speakers Are All Ears.”
15
Mariella Moon, “Lasers can silently issue ‘voice commands’ to your smart speakers,” Engadget,
November 5, 2019, https://www.engadget.com/2019/11/05/lasers-voice-commands-smart-speaker/.
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Students from University of California, Berkeley and Georgetown University found that
smart devices could recognize commands embedded in YouTube videos. 16 That discovery was in
2016, but in 2018, they determined that they were able to implant commands directly into music
or recorded text.17 These commands, however, cannot be detected by the human ear; while a user
listens to their favorite song, their smart assistant may receive instructions to do something
without the user’s knowledge. Data security is an increasingly paramount subject in modern
society, but especially so with smart assistants and their presence in people’s homes.
The Technology of Personalization and Recommender Systems
When Google released its virtual assistant Google Now (which later became Google
Assistant), it wanted to take the traditional search model of broad information queries and adapt
it to a model that “pushed” information without a specific query. 18 This kind of query-less
response requires that the system learn about interests and habits, essentially forming some
perception of the user’s character. It also marks the progression of speakers and assistants
becoming smarter and learning about human behavior.
Recommender systems are used across numerous platforms beyond smart assistants.
Perhaps the most widely recognized and prominent of these is Netflix. When a user logs into
their Netflix account, their home page typically features a “Because you watched…” section that
provides recommended content based on the user’s watch history. When Netflix develops
suggestions, it examines a person’s interactions with the streaming service, how comparable
members behave, and a title’s genre, actors, and other information to predict whether the

Craig S. Smith, “Alexa and Siri Can Hear This Hidden Command. You Can’t.,” The New York Times, May
10, 2018, https://www.nytimes.com/2018/05/10/technology/alexa-siri-hidden-command-audio-attacks.html.
17
Smith, “Alexa and Siri Can Hear This Hidden Command.”
18
Shashi Thakur, “Personalization for Google Now,” September 18, 2016, Kresge Auditorium, Boston,
Massachusetts, 1:02:25, https://www.youtube.com/watch?v=X9Fsn1j1CE8.
16
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individual will want to watch the film or television show. 19 Additionally, Netflix learns at what
time of day the user streams content, the devices they use, and how long they watch. 20 Explicit
and implicit data also assists Netflix in making recommendations: explicit data refers to a user
giving a title either a thumbs up or thumbs down, while implicit data refers to viewing patterns,
such as a user binge watching a show. 21 The combination of these two classes of data permits
nuanced and prudent suggestions. For instance, the wit of Master of None and exhilarating nature
of Making a Murderer led Netflix to detect a common ground—Jessica Jones. 22
The music streaming giant Spotify is another example of the prevalence of recommender
systems in a person’s every-day life. Every Monday, Spotify creates a “Discover Weekly”
playlist for each user, determined by listening habits. Week to week, the content of the playlist
can change from Classic Rock to Jazz to Rap, depending on how varied the user’s preferences
are. To propose such tailored curations, Spotify employs three recommendation models:
Collaborative Filtering, Natural Language Processing (NLP), and Audio models. 23 The first,
collaborative filtering, looks at a matrix of user vectors and song vectors. The model sifts
through an individual’s vector to find the most similar vectors of other users; the same process is
done for similar songs. In layman’s terms, if one user likes tracks P, Q, R, and S and the other
likes Q, R, S, T, Spotify, through collaborative filtering, ascertains that because the tastes
overlap, the first user will like track T and the second user will like track P.24
“How Netflix’s Recommendations System Works,” Netflix, accessed May 12, 2020,
https://help.netflix.com/en/node/100639.
20
“How Netflix’s Recommendations System Works.”
21
Libby Plummer, “This is how Netflix’s top-secret recommendation system works,” Wired, August 22,
2017, https://www.wired.co.uk/article/how-do-netflixs-algorithms-work-machine-learning-helps-to-predict-whatviewers-will-like.
22
Plummer, “This is how Netflix’s top-secret recommendation system works.”
23
Sophia Ciocca, “How Does Spotify Know You So Well?,” Medium, October 10, 2017,
https://medium.com/s/story/spotifys-discover-weekly-how-machine-learning-finds-your-new-music19a41ab76efe.
24
Ciocca, “How Does Spotify Know You So Well?”
19
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Spotify’s second model, natural language processing (NLP), builds off of collaborative
filtering to further enhance the recommendation proficiency. NLP allows computers to
synthesize human language and fulfill tasks like translation and speech recognition. 25 Spotify
searches the web for articles and discussion about artists and songs to recognize how they’re
being described and what types of music and artists are being talked about jointly. Then, it
applies a vector approach akin to collaborative filtering by compiling a list of terms associated
with songs and artists and assigning each term a weight to calculate the probability that a specific
term is used to characterize a song. From a vector of terms and weights, Spotify can discern the
relatedness of two songs. 26
Finally, Spotify’s audio model captures the domain of new songs that collaborative
filtering and NLP cannot account for. Convolutional neural networks process the audio data and
form a spectrogram that depicts changes in features across the song’s time length. Spotify is able
to analyze the time signature, key, mode, tempo, and loudness of each piece; the audio model
intuits similarity by the technical, or rudimentary, elements of songs, rather than by external
properties. 27
Amazon, like Netflix and Spotify, is so fundamental to the majority of people’s live that
many will overlook the algorithm behind its success. Amazon devised their own version of
collaborative filtering called “item-based collaborative filtering.” Until the 1990s,
recommendation systems relied on the similarity of users, rather than the items themselves. 28

“What is Natural Language Processing? Introduction to NLP,” Algorithmia, August 11, 2016,
https://algorithmia.com/blog/introduction-natural-language-processing-nlp.
26
Ciocca, “How Does Spotify Know You So Well?”
27
Ibid.
28
Michael Martinez, “Amazon: Everything you wanted to know about its algorithm and innovation,” IEEE
Computer Society, n.d., https://www.computer.org/publications/tech-news/trends/amazon-all-the-research-youneed-about-its-algorithm-and-innovation.
25
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The algorithm defines “related” as “people who buy one item are unusually likely to buy the
other,” so that for every first item purchased, there is a second item purchased at a high rate by
people who bought the first item.29 The algorithm looks up related items, pairs them with
customer behavior to identify other items of interest, disregards those that the user has already
viewed or purchased, and with all that is left, produces a list of suggestions. As a result, each
Amazon user’s homepage is unique, displaying recommended products based on browsing
history, past purchases, and time proximity (i.e. books purchased five months apart are less likely
to be similar than books purchased on the same day). 30
In 2018, at their annual I/O conference, Google announced a new feature of their Google
Assistant called Duplex, a further step into the world of conversational AI. Duplex is a program
that has the ability to engage in conversations over the phone. For instance, a user can ask it to
book an appointment for a haircut and Duplex will make a phone call to a salon, without the user
having to do anything.31 Duplex works through a recurrent neural network; at its simplest, a
RRN is a network with loops, unlike a traditional neural network, that allows for information to
remain active, or recur, throughout the system.32 The advantage of an RRN is that it excels at
processing text, performing various NLP analyses/tasks, and remembering contextual details (i.e.
comprehending each word based on the comprehension of nearby words). For Duplex, its RRN

Brent Smith and Greg Linden, “Two Decades of Recommender Systems at Amazon.com.,” IEEE Internet
Computing 21, no. 3 (2017): 13.
30
Smith and Linden, “Two Decades of Recommender Systems at Amazon.com.”
31
Yaniv Leviathan and Yossi Matias, “Google Duplex: An AI System for Accomplishing Real-World Tasks
Over the Phone,” Google AI Blog, May 8, 2018, https://ai.googleblog.com/2018/05/duplex-ai-system-for-naturalconversation.html.
32
Suvro Banerjee, “An Introduction to Recurrent Neural Networks,” Medium, May 23, 2018,
https://medium.com/explore-artificial-intelligence/an-introduction-to-recurrent-neural-networks-72c97bf0912.
29
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enables it to handle certain imperfections innate in human conversations, like pauses and
interruptions. 33
A difficulty with conversational AI is the ability to mimic human conversational patterns
and sound natural. By feeding Duplex phone conversation data and using automatic speech
recognition technology, Google is able to teach it the fundamentals of dialogue with another
person. Because human speech is often not as precise as text, Google also integrated
disfluencies, like “hmm”s and “uh”s, to make the Duplex conversation even more natural.34 This
is only the beginning of where smart assistants will go and how they will seek to supplement
interactions with other people.
A recently introduced feature of Google Assistant is its ability to discern between
different voices, called Voice Match. The setting allows devices that are shared with several
people, like speakers or the Pixel Stand, to share personal results with each user by recognizing
their voice.35 Not only does this feature personalize the experience for multiple users, but also
secures private information from being disclosed to a secondary speaker user.
However, Google’s Voice Match capabilities and similar services, like Amazon’s Voice
Profiles, are bound to encounter the pitfalls of such advanced, yet intimate mechanics. With the
aid of deepfake technology, a scammer mimicked the voice of an energy company’s executive
and instructed the CEO to wire approximately $220,000; because it was so convincing, by the
time the company realized fraud took place, the money was gone. 36 Hypothetically, deepfake

Leviathan and Matias, “Google Duplex.”
Ibid.
35
Natasha Jensen, “More ways to fine tune Google Assistant for you,” Google Blog, April 23, 2020,
https://www.blog.google/products/assistant/more-ways-fine-tune-google-assistant-you/.
36
Nick Statt, “Thieves are now using AI deepfakes to trick companies into sending them money,” The
Verge, September 5, 2019, https://www.theverge.com/2019/9/5/20851248/deepfakes-ai-fake-audio-phone-callsthieves-trick-companies-stealing-money.
33
34
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technology is available to anyone who has the resources to learn it—for example, a popular
YouTube channel “ctrl shift face” uses deepfake to insert actors into films, like Jim Carrey in
The Shining37—and because of that accessibility, it won’t be long until people start simulating
voices to hack into smart assistants.
Review of Privacy-Related Literature
Much of the pertinent privacy literature begins as early as the 1970s, with a majority
published in the early- to mid-2000s. The bulk of this literature, therefore, is not specific to the
smart assistant industry, as they did not yet exist. However, the insights from these papers about
the roles of privacy and performance in technology are useful in evaluating the present state and
understanding the future of smart assistants. While the platform for privacy may have changed—
from the internet to voice assistants—the same general concerns persist.
The main dilemma of this thesis has been defined in the literature as the “Personalization
Privacy Paradox”38 or the “Personalization-Privacy trade-off:” 39 the more personal data a user
provides, the more tailored information they receive, but with a higher risk of privacy
exposure. 40 Awad and Krishnan (2006) identify definitions of privacy and information privacy,
respectively: (1) “the ability of the individual to control the terms under which personal
information is acquired and used,” identified by Westin (1967), and (2) “the ability of the
individual to personally control information about one’s self,” identified by Stone et al. (1983). 41

37
“The Shining starring Jim Carrey: Episode 1 – Concentration [DeepFake],” YouTube video, 3:03, “ctrl
shift face,” July 8, 2019, https://www.youtube.com/watch?v=HG_NZpkttXE.
38
Naveen Farag Awad and M. S. Krishnan, “The Personalization Privacy Paradox: An Empirical Evaluation
of Information Transparency and the Willingness to be Profiled Online for Personalization,” MIS Quarterly 30, no. 1
(2006): 13.
39
Sören Preibusch, “Personalized Services with Negotiable Privacy Policies” (presentation, CHI2006
Workshop on Privacy-Enhanced Personalization, Montréal, QC, April 22, 2006).
40
Ibid.
41
Awad and Krishnan, “The Personalization Privacy Paradox.”
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Both of these terminology mention the word “control.” Although the definitions were coined in
1967 and 1983, respectively, control is becoming an essential factor in companies’ privacy
statements. Furthermore, users are worried about the lack of control over their personal data, so it
is vital that the pendulum shifts if smart assistants are to become even more widespread.42
Beyond the data that a user chooses to give up is the existence of privacy policies—
everyone accepts them, but few take the time to read what they are signing away. For instance,
while using Siri on the iPhone, users have access to Apple’s privacy policies and disclaimers in
Settings. However, they remain somewhat hidden and written in small font, rendering it unlikely
that the average consumer will traverse their iPhone’s settings to uncover or process them.
Though privacy policies tend to be most prominent when visiting websites (i.e. prompted to
accept cookies to continue using a site), they exist for smart assistants too and some wisdom can
be gleaned from the relevant literature.
In his 2006 paper, Preibusch suggests abandoning the static privacy policy in favor of an
adaptable contract. The first issue he raises with static privacy policies is the one-size-fits-all
principle: the same contract is offered to every user, regardless of their individual preference.
Because some users may be willing to provide more data, he argues that this is an inefficient
practice. The second issue he raises is the take-it-or-leave-it principle: “the user can only accept
or refuse the provider’s proposal as a whole.” 43 However, companies seem to be combatting
these problems—for instance, when Google Assistant is initially downloaded, the app asks the
user upfront if they are willing to provide certain information; if they choose not to, they are still

Brooke Auxier, Lee Rainie, Monica Anderson, Andrew Perrin, Madhu Kumar, and Erica Turner,
“Americans and Privacy: Concerned, Confused and Feeling Lack of Control Over Their Personal Information,” Pew
Research Center, November 15, 2019, https://www.pewresearch.org/internet/2019/11/15/americans-and-privacyconcerned-confused-and-feeling-lack-of-control-over-their-personal-information/.
43
Sören Preibusch, “Personalized Services with Negotiable Privacy Policies” (presentation, CHI2006
Workshop on Privacy-Enhanced Personalization, Montréal, QC, April 22, 2006).
42
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able to use Assistant, but without all of the perks. Although the privacy questions asked during
set-up are minimal and the user must do their own work to disable or enable other features, such
prompts certainly mirror Preibusch’s concept of an adaptable contract.
Preibusch also discusses P3P specifications in the context of privacy policies.44 While
P3P was not widely adopted and has since become obsolete, its framework can be adapted to
deal with smart assistant privacy concerns. P3P aimed to allow Web sites to explicitly and easily
show their data-collection methods and to allow users to understand what happens to their data
when they enter a site.45 P3P policies contain statements that indicate a web site’s data collection
practices, followed by child elements that disclose the recipient, the purpose, the retention, and
what data will be collected.46 The important aspect of P3P is that a web site’s privacy policies
can be simplified into a manner understood by the typical internet user. While the privacy
policies of Amazon, Apple, Google, and Microsoft are relatively straightforward, the typical user
will not spend the time scrutinizing them. In fact, only around 20% of U.S. adults claim to
always or often read privacy policies. 47
Finally, Preibusch introduced the idea of a negotiation in a privacy policy. At every step
in the policy (i.e. when a user is asked to give up certain data to receive a more robust
experience), the user has the choice to cancel, continue, or confirm (the agreement is finalized). 48
A similar system of negotiation would be beneficial when applied to smart assistants. Instead of
the user manually altering the device’s various privacy settings, a dynamic interaction like the
one described by Preibusch would present users with privacy information upfront and, depending

Preibusch, “Personalized Services.”
Lorrie Cranor et al., “The Platform for Privacy Preferences 1.0 (P3P1.0) Specification,” World Wide Web
Consortium, April 16, 2002, https://www.w3.org/TR/P3P/#goals_and_capabs.
46
Preibusch, “Personalized Services.”
47
Auxier et al., “Americans and Privacy.”
48
Preibusch, “Personalized Services.”
44
45
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on their choices, tailor a complementary standard of performance. Such a process may be
preferable to the default opt-out route that companies like Google and Apple are taking. Some
users, even if they are willing to disclose more information for the performance advantages, may
never venture into the settings to turn on functions like allowing human processing of voice
recordings to improve speech recognition.
Ackerman, Cranor, and Reagle conducted a survey in 1999 to understand consumer
perceptions of privacy in the context of the internet and e-commerce. Their results allowed them
to divide consumers into three types: (1) the privacy fundamentalists, (2) the pragmatic majority,
and (3) the marginally concerned.49 The privacy fundamentalists were the most concerned about
providing personal data; the pragmatic majority were less concerned, but their issues arose in
specific concerns; and the marginally concerned were the least worried about transgressions to
their privacy. Perhaps by combining these consumer types with Preibusch’s proposal of an
individualized privacy contract, companies can offer users a choice of a standard privacy policy
that best matches their stated behavior.
A 2015 paper by Butler et. al looked into the privacy-performance tradeoff in the context
of introducing teleoperated robots into the home—robots that are controlled by humans
remotely.50 In surveying both users and teleoperators by presenting various privacy filters
(blurring of the image), the study found that an obscured view was only marginally worse than
the clean view, but the privacy rating was much higher. 51 This suggests that there are ways to
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preserve privacy without sacrificing too much performance. Although this is in the context of
images, there may be translations to smart assistants in how they process user data and how
“clear” it needs to be to maintain a passable level of utility. The paper concluded that
“participants were able to carry out the [specific] task with reasonable accuracy and only
moderate difficulty, but they were not able to answer privacy-invasive questions.” 52
Consumer Attitudes Toward Smart Assistants
A 2018 study by Josephine Lau et al. sought to understand privacy perceptions and
behaviors of smart speaker users, specifically in the context of Amazon Alexa. They determined
two key insights about users and non-users: non-users have not adopted smart devices because
they feel the convenience does not outweigh the risk of privacy-loss (even though they take little
action to protect their personal data); users, on the other hand, do feel the convenience is worth
the privacy loss, but do not exhibit a thorough understanding of how smart devices operate and
the actual risks. 53 The lack of awareness among some users raises the issue of how satisfactory
the privacy controls are. In fact, the study’s survey found that users did express needs for privacy
controls that were not present, such as incognito mode and better management of multiple users
on the same device. The latter, classified as secondary or incidental users (“bystanders who may
not be aware of or understand how the smart speakers work” 54), pose greater privacy issues,
especially from a legal viewpoint. If they do not explicitly give their consent or are not aware
that the speaker is being employed, does Alexa violate those users’ privacy?
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An overarching theme among privacy-concerned users is a lack of trust in the companies,
prompting a frequently-discussed desire for greater transparency in companies’ practices. Part of
Lau et al.’s conclusion included recommendations to “implement privacy-friendly defaults” and
“design privacy notices for the most resigned users” (i.e. even those users who are nonchalant
about privacy should be aware of any potentially important disclosures). Finally, the paper
offered suggestions about how to improve privacy controls: (1) allow the mute button to be
activated through voice commands, (2) better distillation of how to manage and delete stored
audio logs, (3) create a similar form of incognito mode, and (4) supply proactive and retroactive
privacy controls.55
The earlier-mentioned PwC report found that, among consumers surveyed,
personalization was considered the least important asset of smart assistants. Although
personalization offers many benefits, concerns stemmed from discomfort with the assistants’
autonomous natures and personalization crossing the line to “creepiness.” 56 This finding is
consistent with a 2019 survey conducted by the Pew Research Center. Respondents were
randomly divided into two groups: 58% of smart speaker owners in the first group said they
didn’t want the devices to improve their personalization capabilities. The second group,
however, was asked the same question with the caveat, “especially if it means collecting more
data.” 66% of smart speaker owners answered they didn’t want the devices to improve
personalization capabilities. 57 This is a worrisome figure. Part of the future of smart assistants
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relies on advancements in deep learning, allowing the devices to get to know their users.
Furthermore, companies are streaming towards conversational A.I. models to make the
interactions even more human-like. The path to “humanize” not just smart assistants, but
artificial intelligence in general, requires some level of personalization.
In addition to the personalization-privacy paradox described in the literature, there is also
the privacy paradox: “the discrepancy between being concerned about privacy and selfdisclosure and likelihood of engaging in privacy protection.” 58 While many consumers claim that
they worry about privacy, very few take the necessary steps to actually protect their personal
information—this discrepancy is an obstacle that companies will have to overcome in order to
truly integrate smart assistants into daily living. A 2004 paper by Teltzrow and Kobsa explored
this discrepancy in the context of e-commerce. They pointed out three inconsistencies in
consumer statements and privacy practices: (1) Users are concerned about being tracked when
visiting websites, but only 10% have altered browser settings to reject cookies; (2) 76% of
respondents stated they considered privacy policies to be important, but few actually viewed
those policies; (3) Berendt et al. found that users claimed to worry about their privacy, but still
shared personal data with a personalized web site tested in an experiment. 59
The Berendt et al. paper set up an online shopping experiment where participants had to
sign a privacy statement before shopping and were asked to disclose their address, with no
particular reason provided.60 Prior to the experiment, participants filled out a questionnaire
asking them about their privacy preferences. Based on a grouping of four consumer types—
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privacy fundamentalists, marginally concerned, identity concerned, and profiling averse—
Berendt et al. determined that the absolute level of disclosure was high for all groups, suggesting
a discrepancy between concerns about privacy and actual behavior. Two important findings
arose out of this experiment: “online users easily forget about their privacy concerns and
communicate even the most personal details without any compelling reason to do so” and “Once
[users] are in an online interaction, they often do not monitor and control their actions
sufficiently.”61 The contradiction in people’s behavior is an impediment to the advancement of
everyday application of artificial intelligence and smart assistants, but it also indicates that
people do not stop using a device due to privacy concerns.
How the Smart Assistants Stack Up
It is no surprise that what users expect from their smart assistant is for it to be
correct/accurate/consistent, to understand the user’s accent/diction, to save time, to tell the
difference between multiple voices, and to make life easier. 62A 2019 study comparing digital
personal assistants found that Google Assistant, when used on a smartphone, is the most
accurate, having answered nearly 90% of questions correctly. Following behind are Alexa at
nearly 80%, Siri at 70%, and Cortana at just over 50%.63 The supremacy of Google Assistant
persists in numerous other surveys and tests.
A 2019 paper by Berdasco et al. conducted a comparison of four smart assistants—Alexa,
Google Assistant, Siri, and Cortana—based on correctness of answers and how natural the
response was. 92 participants evaluated the assistants on a Likert scale of very poor, below
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average, average, above average, and excellent. In the category “How good were the answers?,”
Google Assistant received 74% excellent and 18% above average responses, Alexa received 62%
excellent and 26% above average, Cortana received 8% excellent and 54% above average, and
Siri received 16% above average responses (no excellent responses). 64 When it came to “How
correct were the answers?,” Alexa eked out Google Assistant with 87% excellent and 9% above
average responses, compared to Assistant’s 83% excellent and 14% above average responses.
Cortana received 10% excellent and 71% above average responses, while Siri, again performing
poorly, received a negligible percentage of excellent responses and 14% above average
responses. 65,66 The paper concluded that both Alexa and Google Assistant performed excellently
in the two categories—quality and correctness—and there was no statistically significant
difference between them. 67 Cortana was rated above average in both categories, while Siri was
rated average for both. Although the scope of this study is quite small (only 92 participants), it
reflects the general appeal of both Alexa and Google Assistant.
An annual study by Loup Ventures tested Alexa, Google Assistant, and Siri’s
performance across five categories: local, commerce, navigation, information, and command.
Over the course of 800 questions, the assistants misunderstood only one or two, if any. In the
local, commerce, navigation, and information categories, Google Assistant prevailed with 93%,
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92%, 98%, and 96% of questions answered correctly, respectively. In the command category,
Google Assistant answered 86% questions correctly, falling short of Siri’s 93%. 68
Google Assistant dominated in the commerce category where Alexa and Siri answered only 71%
and 68% questions correctly, respectively.
Loup Ventures conducted a similar study in 2018 but included Microsoft Cortana and
tested the performance on speakers: Google Home, Amazon Echo, Harman Kardon Invoke, and
Apple HomePod. The test categories were the same and, once again, Google emerged as the
front runner across all categories. It excelled in navigation, answering 98% of queries correctly,
compared to 76% for Alexa, 72% for Cortana, and a meager 12% for Siri. The greatest disparity
was in the commerce category, where Google Assistant answered 72% of queries correctly,
while Alexa and Cortana answered only 42% and 15% correctly, respectively. Siri, however,
came in a close second with a 65% accuracy rate. 69 Siri’s poor performance in navigation,
information, and command may be attributed to its channel: the HomePod. This survey was done
just around the time of HomePod’s release, which suggests the new speaker had not worked out
all of its flaws yet. When tested on the iPhone in 2019, Siri performed much better, even
surpassing Google Assistant and Alexa in some categories.
Besides ranking as the most accurate, Google Assistant also appears to be the digital
assistant with the best customer satisfaction, at least when compared to Amazon Alexa. A 2018
report by Kantar Worldpanel pitted the two devices against one another, testing most popular
uses and Net Promoter Scores (NPS). Overall, Google’s NPS was 46.4, much higher than
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Amazon’s 30.1 At the use level, the report found smart assistant users employ them mostly for
streaming music; but, in all uses, Google topped Amazon and was shown to be used for more
functions, like checking the news and making calls. 70
Despite being the first speech technology platform introduced to the general public, Siri
has often been censured for its misreading of queries and turning on at unwanted times. A 2018
study of Early Adopters of the iPhone X measured customer satisfaction with various features of
the new phone. Design, speed, and quality took the top three spots, at almost 100% satisfaction.
Siri, on the other hand, raked in a meager 20% satisfaction, nearly 50% below the next-worstrated feature—portrait selfies.71 However, these results do not tell the whole story. A 2017
survey by CBT Nuggets actually found that Siri outperformed Alexa, Google Now and Home,
and Cortana in customer satisfaction, both in noisy and silent environments.72 The variability in
results across studies may be due to the multifarious groups of people that evaluate the assistants;
every individual will have certain preferences that cause opinion-based rankings to be
inconsistent.
Continuing the trend of Google’s excellence, Google Assistant performs best when it
comes to voice recognition of user’s with accents. A study done by Voicebot determined that
when tested for isolated word recognition (individual words spoken at a constant volume and
distance), Google understood 100% of words spoken in U.S., Indian, and Chinese accents; for
U.S. and Indian accents, Alexa and Siri were not far behind with a mid-90s accuracy rate, but
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both could only correctly recognize 78% words spoken with a Chinese accent. 73 When tested for
speech-in-noise (how much of the speech is lost amidst noise), Google also triumphed. In the
U.S., Indian, and Chinese accents, Google only lost 0%, 2%, and 6% of the speech, respectively.
Alexa and Siri lost significantly more, “consistent with moderate hearing loss in humans.”74
Finally, when it comes to speech recognition, Google understands commands at a lower volume
threshold (across the three accents) than both Alexa and Siri. 75
Google Assistant’s superiority in almost every category and across many different studies
conducted is a testament to Google and the Assistant’s unparalleled intelligence. While Alexa or
Siri may be better at streaming music or entertaining users with witty jokes, Google Assistant is
aiming to become the epitome of artificial intelligence devices. Google’s CEO, Sundar Pichai,
said of the company’s future:
The envisioned [Google Assistant] is a two-way conversation, a natural dialogue between
our users and Google to help them get things done in the real world. The assistant will be
universal, it will be available when the users need it to help them. And our goal is to build
a personal Google for each and every user. Just like we built a Google for everyone, we
want to build each user his or her own individual Google. 76
One notable area where Amazon Alexa succeeds and triumphs over the other smart
assistants is the Alexa Skills Set. Amazon allows Alexa owners to build their use preference
through “Alexa Skills.” Skills are built-in capabilities that allow Alexa to play music or answer
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questions. 77 Some of these are basic functions that are included in every Alexa device. Others,
however, are created by developers; users can choose which additional skills they want to enable.
For instance, users can activate the Jeopardy! skill, which lets them play and answer questions
from the renowned game show. As of 2020, the number of skills exceeds 100,000. 78 As of
January 2019, Google Assistant had more than 4,200 Actions (Google’s equivalent of Skills).79
Although the number of actions experienced a 2.5 times growth from 2018, it’s unlikely Google
Assistant will catch up to Alexa anytime soon. 80 The issues with the sheer number of apps
available on both devices, however, are discovery and noise. It is quite difficult to locate a
directory of Google Assistant’s Actions and it is likely users will not spend hours digging
through the annals. Similarly, with so many apps available, there are bound to be low-quality
ones that pollute the productive ones.81 Perhaps, then, 100,000+ Skills may not be as helpful as
they appear.
Privacy Measures Enforced by Top-Four Companies
No tech company has been without controversy, putting their privacy practices under
heavy scrutiny. In fact, public outcry of spying and humans listening in on recordings has
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sparked these companies to develop in-depth privacy statements that reinforce their commitment
to this basic right. 82
I.

Amazon
On its website, Amazon outlines seven key points that comprise the crux of
Alexa’s dedication to privacy: only activating the device by the wake word,
encryption and secure storage of interactions, audio or visual indicator that Alexa is
recording, presence of a microphone off button, one button to turn off the camera and
microphones at once, ability to delete and review recordings by voice or online/the
app, and providing explanations for Alexa’s responses. 83
Of the four companies, Amazon’s privacy settings and available tools are
quite scarce. Perhaps more is available to those who are signed in to their Alexa
device, but for non-users, this information is difficult to obtain. In the privacy
settings, Amazon does allow users to review and delete voice recordings, manage
skill permissions, smart home devices history, and how the user helps improve
Alexa. 84

II.

Apple
In 2019, Apple released an extensive privacy report on their website, detailing
the changes they were making and putting an emphasis on protecting their users’
privacy. 85 This revision came about after concern over Apple’s management of Siri
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voice recordings; recordings were saved and listened to by humans, users could not
review and delete those recordings, and completely disabling Siri (the only way to
avoid those personal breaches) was a complicated task. 86 Now, Apple has employed a
default opt-out setting for Siri recordings, meaning that the default setting assures no
recordings are being stored and no humans are listening to them. 87 With this
alteration, voice recordings are not stored by default, Siri can be used without their
storage, and recordings are not associated with the user account/Apple ID, but with an
encrypted random-number identifier. Additionally, on its website, Apple provides
privacy information related to Siri and Dictation and outlines where users can find
certain settings. 88
III.

Google
Google’s Safety Center outlines their Privacy and Security Principles, which
include transparency about collection of data, not selling user data, easy-to-use
privacy settings, and the ability to review or delete data. 89 While these are just
guidelines, they do offer some peace-of-mind and begin to establish a basic level of
trust in an already reputable company.
In September 2019, one month after Apple’s new statement, Google released
their own about how they are enhancing privacy protection in Google Assistant. The
updates include a default opt-out of storing audio data, notifying the user of human
reviewing when Voice & Audio Activity (VAA) is turned on, augmenting the
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security of the transcription process, and automatic deletion of data caused by
unintentional activation of the Assistant and for users who opt-in to VAA. 90 It is
certainly a step in the right direction to minimize data collection of even those users
who choose to have their audio recordings analyzed by human reviewers.
When a user is signed into their Google account, they have access to manage
their personal info, data & personalization, and take a privacy checkup to review and
toggle privacy settings. However, the privacy checkup is not very comprehensive. It
only asks the user about web & app activity, location history, and YouTube history,
editing what others see of their profile, and ad personalization. 91 More complicated or
invasive settings require perusing Google’s directory or asking the Assistant where
they can be found.
IV.

Microsoft
Microsoft has, perhaps, the most privacy resources available to users, starting
with a statement by CEO Satya Nadella of six privacy principles: control,
transparency, security, legal protections, no content-based targeting, and benefits to
the user.92
The most noteworthy feature for users to manage their personal information,
both for Cortana and Microsoft generally, is the Privacy Dashboard. The Dashboard
is essentially a one-stop-shop that allows users to manage and delete data like
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browsing history, location activity, voice activity, and product and service activity. 93
In addition to the Dashboard, users, when logged into their Microsoft account, can
view and delete their activity history, filtered by data type: apps and services, voice,
search, browse, media, and locations. 94 Users may also manage what information
Cortana has access to in Cortana’s notebook. They may also completely erase
Cortana’s data, though doing so will also clear any lists, reminders, alarms, interests,
and favorites—essentially any personalized experiences. 95
Although there is significant overlap among the commitments to privacy of each
company, these statements are important. First, they maintain and build trust with the user.
Whether or not the user takes the time to read the privacy policies or statements, their mere
existence can help consumers develop relationships with the companies. Second, the
commitments keep the companies accountable. These companies will continue to make errors
and inadvertently cross certain boundaries, but these mistakes are part of the learning curve. As
long as it remains clear to the user that companies are actively working to adhere to privacy
standards and amplifying them in the face of progress, smart assistants will overcome almost any
impediments.
The Trade-Off: Privacy Characteristics and Performance
In an ideal scenario, this thesis would have constructed an indifference curve depicting
the trade-off between privacy and performance for each smart assistant. However, due to the
dearth of research that suggests a quantitative measure of privacy—applicable in broad settings,
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rather than a case-by-case basis—full-fledged inferences regarding the trade-off cannot be made.
Instead, by analyzing the privacy settings, or privacy characteristics, of each smart assistant,
there is room for speculation about how enabling or disabling such settings affects performance.
To do so, a table of privacy characteristics/settings was constructed, depicting what capabilities
they affect for each smart assistant. Generally, the characteristics were separated into four
categories: Location History/Services, Web & App Activity, Contacts and Communication, and
Voice/Audio Recordings.
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As shown in the four tables above, Location History/Services affects the most features
across all smart assistants. 96 However, there is a caveat to the efficacy of disabling location
services: apart from Siri, each assistant can still share a weather report for the user’s general
vicinity. When disabling Location History on Google Assistant, for instance, there is a
disclaimer: “Some location data may continue to be saved in other settings, like Web & App
Activity, as part of your use of other services, like Search and Maps, even after you turn off
Location History.” 97 Only when a user disables both Location History and Web & App activity
does location tracking completely stop, but weather forecasts (considered a basic task) continue
to be accessible. 98 Alexa requires a minimum of a zip-code under Device Location in settings, so
complete location anonymity is not possible. A user can clear their location activity on Cortana,
but the device collects location information through Wi-Fi and Bluetooth—the only way to
“disable” this is to shut down Cortana.99
The aforementioned paper by Ackerman et al. described in the literature review showed
that 44% of respondents (in 1999) were comfortable providing their postal address. 100 In 2019, a
survey by the Advertising Research Foundation found that number to drop to 31%, from 41% in
2018. 101 Granted, this figure is in the context of advertising, meaning many consumers may be
unwilling to share their address to avoid spam mail. However, given such a low comfort level
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with disclosing a home address, users may not want to enable Location History/Services, which
influences the most capabilities across smart assistants.
The Ackerman et al. study further determined that when asked about persistent identifiers
(i.e. cookies), 96% of marginally concerned and 80% of pragmatic majority users would
“probably or definitely agree” to a website using an identifier for providing a customized service.
43% of privacy fundamentalists agreed with the use of an identifier. 102 Although these results
were in the context of website tracking, they suggest that a majority of users may be willing to
provide some information in exchange for a personalized experience. Therefore, the trade-off
charts indicate that users (mainly those who fall under the marginally concerned and pragmatic
majority classifications) may be more inclined to enable Web & App Activity—search history,
browsing history, and app activity—in order to receive tailored results.
Siri is a special case and is difficult to evaluate in the format of the trade-off chart. There
is no way to prevent Siri from having access to features like Contacts and Calendar. The only
truly prohibitive setting is turning off location services. Otherwise, the privacy concerns of Siri
are equivalent to the privacy concerns of owning an iPhone. Most of Siri’s privacy settings come
from “learning from this app,” in which a user can disable Siri’s ability to make suggestion inapp/across apps or learn how a user utilizes a specific app. Logically, then, if a person has no
issue with owning an iPhone, Siri may be the best assistant for as close to complete privacy as
possible. Features like Email, Calendar, and Phone Contacts are intrinsically linked to the iPhone
and cannot be disabled (unless a user chooses not to set up their email or add any contacts).
Compared to the other three assistants, Siri’s Location Services, when disabled, is the only one
that prevents access to navigation, weather, contacting businesses, etc.
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Generally, what these performance-privacy trade-off charts reveal is that turning off
certain settings has similar repercussions to performance across the smart assistants, with the
exception of Siri. Ultimately, then, it is a matter of preference and which assistant aligns with the
user’s needs. Siri offers the most privacy, perhaps best suited to privacy fundamentalists—the
fraction of those most concerned about privacy and unwilling to disclose personal data.103 The
fundamentalists may exercise Siri’s basic functions and be assured that Apple’s privacy settings
protect their sensitive information. Google Assistant offers the top performance, while still
equipped with fair privacy settings, and is perhaps best suited to the pragmatic majority—those
also concerned about data privacy but exhibiting more specific apprehensions than the
fundamentalists. 104 The pragmatic majority may derive some of the Assistant’s advanced
features and opt-out of some other aspects of Google’s data collection practices.
A 2018 study done by Tulshan and Dhage evaluated Alexa, Assistant, Cortana, and
Apple across 12 categories of questions: Travel, Email, Messaging, Sports, Music, Weather,
Calendaring, Social, Translation, Basic Tasks, General Knowledge, and Personality. 105
Unfortunately, they did not specify their methodology for constructing the experiment or how
they measured accuracy/correctness of answers. Based on the “correctness” of the response, they
devised a table showing how well each assistant answered each question: Best (100% > 60%),
Better (60% > 25%), and Good (25% ≥ 0). Their findings determined that Google Assistant was
most accurate in voice-based recognition, contextual understanding, and hands-free interaction at
59.8%, followed by Siri at 41.64%, Cortana at 35%, and Alexa at 13%. 106 These percentages are
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quite low compared to previous studies conducted and evidence found in the literature; again, it
is unclear exactly how they measured performance because it is not disclosed in the paper.
By grouping the questions into their respective categories, however, it is possible to
understand their sensitivity to the characteristics described in the trade-off above. 107

Location

✓

Travel
Email
Messaging

✓

Sports
Music
Weather
Calendaring/
Events
Social
Translation

✓
✓
✓

Contacts

✓
✓
✓

Email

Calendar

Search
History

Browsing
History

✓

✓

✓

✓

✓

✓

Apps

✓

Voice &
Audio*

✓

Basic Tasks
General Knowledge
Personality

I.

Travel questions are sensitive to Location, Contacts, and App settings. However, if
the iPhone’s location services are enabled, but the assistant’s location history is
disabled, the assistant may still provide directions/navigation using the device’s
location. If the assistant does not have access to the user’s contacts, it will not be able
to provide directions when asked, for instance, “Navigate to Bob Smith’s house.”
Finally, for a question like “Call me an Uber,” the assistant will not be able to
perform the command without access to the user’s apps (or if the user does not have
the app installed).
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II.

Email questions are sensitive to Phone Contacts and Email/Address Book settings.
Without access to email/phone contacts, a user cannot check their email or send
emails. Cortana, however, can send emails (user needs an email/Microsoft account to
set up Cortana) but the user must fill in the recipient themselves without a contact list.

III.

Messaging questions are sensitive to Phone Contacts. An assistant cannot send a text
to one of the user’s contacts if it does not have access to the user’s contact list. For
questions like, “Do I have any new texts from WhatsApp,” messaging is insensitive
to App settings because app settings only turn on/off app activity—they do not
prevent the assistant from accessing the device’s apps.

IV.

Sports questions are insensitive to all of the privacy settings. However, if this were
sports recommendations (e.g. showing upcoming Philadelphia Sixers games if the
user is from Philadelphia and frequently searches for the team’s scores), then they
would be sensitive to location, search, and browsing history.

V.

Music questions require that an account (e.g. Spotify) is linked to the user’s account
(for Google Assistant). Cortana uses its default platform, iHeartRadio. Alexa first
asks the user what music/artists they listen to before answering the question. Siri will
not play a song if the iTunes library is empty; user must ask what platform (e.g.
Spotify) to play a song on and give Siri access to that data.
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VI.

Weather is sensitive to Location History. However, all four of these devices can still
provide the general vicinity weather report if used on an iPhone because they simple
utilize the device’s location (even when location history is disabled). The only
assistant that will not show the weather when location services is disabled is Siri
(unless the user specifically asks for the weather in their city).

VII.

Calendaring questions are sensitive to Calendar and Location settings. Without
access to the user’s calendar, the assistant cannot add an event; a user may still ask
the assistant to set a reminder for them, but this will not be synced to their Calendar.
Location history/services may also affect Calendaring if the user wishes to add a
local/nearby location to their scheduled event (a user may still use recent or saved
locations, however).

VIII. Social questions (in the study’s case, they referred to making restaurant
reservations/locating restaurants, so I am assuming this encompasses all social
events) are sensitive to Location History, Search History, and Browsing History. With
Location disabled, the user cannot ask for local restaurants. However, Cortana and
Assistant are still able to do this by using device’s location… Search History and
Browsing History may also affect questions like these on the personalization side.
Without search or browsing history, the assistant cannot provide information relevant
to your past interests/searches.

IX.

Translation questions are insensitive to all of the privacy settings.
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X.

Basic Tasks are insensitive to all of the privacy settings. A user can ask to set alarms,
call businesses, find addresses, etc. without giving up personal information.

General Knowledge 108 questions are insensitive to all of the privacy settings. A user

XI.

can ask a question like “How far is the earth from the sun” with every setting disabled
and will still get an accurate result.

XII.

Personality (personality of the assistant, not the user) questions are insensitive to the
privacy settings. For example, a user can ask for a joke without needing to provide
any personal information.

The breakdown of sensitivity for each question type reinforces the idea that there is no
trade-off (or very little) of privacy and performance for an assistant’s basic capabilities. The four
final categories above—Translation, Basic Tasks, General Knowledge, and Personality—do not
require the assistant knowing anything about the user and only require access to a search engine.
The exception is Weather; although the Tulshan and Dhage study groups weather into its own
category, it may also be considered a fundamental task. All of the smart assistants except Siri, as
indicated in the trade-off chart, can check the weather in the user’s general area, even when
location services or history is disabled. Again, the sensitivity table supplements the findings in
the trade-off charts: Location is involved in the most number/type of questions.

It is not apparent how the study differentiated between Basic Tasks and General Knowledge questions.
For instance, a question like “Who is the Prime Minister of India” may be considered both a basic task (asking a
simple fact-based question) and general knowledge. Therefore, both categories are treated equally in terms of
sensitivity.
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Privacy and the Law
Before discussing what laws are surfacing out of the age of artificial intelligence, it is
helpful to understand the somewhat problematic nature of the Constitution as it relates to
privacy. The Fourth Amendment ensures the sanctity of the home: it protects people against
unreasonable searches and seizures without warrant and proffers the right “to be secure in their
persons, houses, papers, and effects.” 109 Then, in 1979, as a result of the Supreme Court case
Smith v. Maryland, the third-party doctrine came to fruition. It states that a person who
voluntarily gives up his information to a third party has no reasonable expectation of privacy. 110
Legally, then, the moment a person uses a smart assistant and gives up personal information, that
person cannot expect privacy. Hopefully as the dominance of these devices only continues to
rise, cases will be heard that amend the Constitution and precedents to match the 21st century
landscape. Even Justice Sotomayor has questioned the third-party doctrine’s applicability to the
digital age. 111 Furthermore, a Pew Research Center study found that 49% of U.S. adults surveyed
claimed it was unacceptable for companies to share recordings to aid a criminal investigation. 112
As the world changes into one where artificial intelligence and smart assistants are the
norm, new privacy laws are beginning to take shape. In 2018, the General Data Protection
Regulation (GDPR), which regulates the use and privacy of consumer data, was passed in
Europe. The law is composed of 99 articles, which include information on consent, encryption,
personal data, right to be informed, and right to be forgotten.113 Perhaps the most important
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feature of the GDPR is that the regulations extend beyond just EU companies; any company that
uses the data of EU citizens must abide by the laws. 114 The GDPR, however, has encountered
troubles since its inception; users are bombarded with pop-up privacy notices, companies must
navigate a maze of bureaucracy, and regulators are overwhelmed with trying to ameliorate
misconceptions about the law’s broad language.115
The California Consumer Privacy Act (CCPA), which went into effect January 1, 2020, is
the first major piece of legislation in the U.S. comparable to the GDPR. The CCPA gives
California residents the right to learn what data companies collect and the right to ask companies
to delete their data/refrain from selling it.116 It is important that California, the largest economy
in the U.S., has taken the initiative towards data privacy enforcement, hopefully encouraging
other states to follow suit. Though the CCPA is a step in the right direction, issues may arise as
every state begins to adopt their own privacy measures. Since data and companies’ practices
crosses state lines, variance in laws across the country will make it difficult to comply with every
requirement. In an ideal world, the solution would be to enact a federal data privacy law that
would enforce a uniform code; this consistency would benefit consumers and allow for an
efficient economy.
However, there is still no certainty as to the extent that the CCPA will be enforced. In
fact, there have already been issues and lawsuits surrounding it. Though the CCPA allows for the
anonymization of data, such as Facebook does if the user chooses to “disconnect” their data,
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Facebook has argued that its web tracking does not violate the CCPA. The company said that
sharing data with third parties does not constitute selling data, though authors of the CCPA
recognize sharing as a form of sale.117 Because of the economic difficulties inherent in abiding to
these new laws, there will certainly be more evidence of companies attempting to find loopholes
or evade the requirements.
Conclusions and Future Research
Much of the realm of smart assistants remains unexplored, largely due to the
technology’s recent introduction into the mainstream. Because the market is growing, and smart
assistants will likely be integral parts of households in the future, it is paramount that research
continues to be done about them. In the ever-expanding digital age, consumers cannot expect
complete privacy anymore—smart assistants are not to blame for this. There are, however,
actions that users can take to retain control of their data, like checking their assistant’s privacy
settings to ensure they match their wants.
On the company side, adaptable privacy policies, like those suggested by Preibusch, may
be better alternatives to the default opt-out settings being implemented. The latter do not capture
those consumers who want to provide more personal data for improved performance but are
unaware how to navigate the settings. Furthermore, simplification is key: many consumers are
not using the full capabilities of smart assistants due to a lack of knowledge. As smart assistants
continue to evolve, users should embrace their intelligence and use them for benefits more
important than playing music or checking the weather. In order to achieve such a change in
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behavior, companies must distill the advanced functions of smart assistants to even non-tech
savvy users and continue promoting trust and transparency.
An issue encountered in this thesis is the dearth of research outlining a quantitative,
general measure of privacy. While there have been papers that evaluate privacy on a case-bycase, using such techniques as valuations of possible states 118, there appears to be no way to
generate a uniform privacy metric in order to compare different devices. Perhaps future research
will determine such a metric and allow for the construction of a trade-off curve between
performance and privacy.
To continue the analysis presented in this paper, a large-scale experiment would be
beneficial in future avenues of research. It is unclear whether the reported accuracy measures are
in a setting when every smart assistant setting is enabled (location services, storing of past
activity, opting-in to human transcription of voice recordings, etc.) to ensure the best possible
experience. It would be interesting to test how well the smart assistants perform at various levels.
For instance, how much accuracy drops off for a query asked while location services are turned
off compared to when location services are turned on.
Ultimately, Google Assistant looks like the stand-out among the major intelligent
assistants, for now. Where it lags in privacy—mainly trailing behind Siri119—it makes up for in
performance, which is due in part to Google’s devotion to research in AI and deep learning
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systems and abundant availability of user data. 120 Without further study into quantitative
measures of privacy, it is difficult to pinpoint a clear “winner” from the privacy-performance
trade-off charts devised. Until such experimentation is done (and hopefully will be done), one
thing is clear: maneuvering the world of smart assistants is no simple task and as companies
continue to expand the aptitude of their devices, consumers should expect setbacks to manifest
themselves. In the meantime, a robotic takeover by a user’s Google Assistant or Siri is unlikely,
but mastery of the privacy-performance trade-off has not yet been accomplished.
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Exhibit A: Adoption Rate of Smart Speakers

Source:

“Activate Tech & Media Outlook 2018,” SlideShare, October 17, 2017,
https://www.slideshare.net/ActivateInc/activate-tech-media-outlook-2018.
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Exhibit B: Quality and Correctness of Answers Across Four Assistants

Source:

Ana Berdasco, Gustavo López, Ignacio Diaz, Luis Quesada, and Luis A.
Guerrero, “User Experience Comparison of Intelligent Personal Assistants: Alexa,
Google Assistant, Siri and Cortana” (presentation, 13th International Conference
on Ubiquitous Computing and Ambient Intelligence UCAmI, Toledo, Spain,
December 2-5, 2019.
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Exhibit C: Voice App Skill Growth

Source:
Jessica Smith, “The Voice Apps Report: The top issues with voice
discoverability, monetization, and retention – and how to solve them,” Business Insider,
February 23, 2018, https://www.businessinsider.com/the-voice-apps-report-2018-2
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Exhibit D: Summary of Privacy Practices for Top-Four Smart Assistants (from privacy
policies/statements of each company)
Amazon Alexa
Google
Microsoft
Apple Siri
Assistant
Cortana
Storage of
Yes; unless user
No.
Unclear from
No; for
recordings
manually deletes
privacy policy; as purposes of
them. 121
of 2019, appears
device
to not collect
improvement,
recordings. 122
only computergenerated
recordings are
used.
Ability to
Yes.
Yes.
Yes.
Yes.
delete data
Auto-delete of Yes, but not by
Some activities
No; user must
After six
data
default; user must (web & app
manually delete
months,
enable this feature. activity, location the data.
request history
history, and
is no longer
YouTube
linked to the
history) can be
random
set to delete
identifier, but
automatically.
can be kept by
Apple for up to
For users who
two years.
opt-in to VAA,
data is deleted in
“a few
months.” 123
Default optout functions

No; user must
disable certain
features like
human reviewers
listening to
recordings.

Yes; by default,
audio recordings
are not stored.

No; user must
manually manage
what data is
collected and optout of speech
recognition.

Yes; by
default, audio
recordings are
not stored. 124

Charlie Osborne, “Amazon confirms Alexa customer voice recordings are kept forever,” ZDNet, July 3,
2019, https://www.zdnet.com/article/amazon-confirms-alexa-customer-voice-recordings-are-kept-forever/.
122
Monica Chin, “How to delete Cortana recordings and protect your privacy,” The Verge, January 23,
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Nino Tasca, “Doing more to protect your privacy with the Assistant,” Google Blog, September 23, 2019,
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In a privacy statement released in August 2019, Apple said that the default setting does not retain
audio recordings. However, they do retain transcripts: “By default, Apple stores transcripts of your interactions
with Siri and Dictation and may review a subset of these transcripts.” “Ask Siri, Dictation & Privacy,” Apple, October
28, 2019, https://support.apple.com/en-us/HT210657.
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Personalized
ads

Yes; user can
disable interestbased ads,
however, it is
unclear if this
stops it
completely.

Purpose of
Improvement of
data collection speech
recognition;
machine learning.

Type of data
collected

Unclear, but likely
similar to that
collected by other
smart assistants
and depending on
what skills are
enabled.

Human
reviewers

Yes; this feature
may be turned off,
but “voice
recognition and

Yes; but can be
turned off in
Account
Activity, though
may take some
time to go into
effect.

Providing,
maintaining, and
developing
services;
personalization;
measuring
performance;
communication.
Information
provided when
Google account
is set up; content
the user creates,
uploads, or
receives (e.g.
emails and
YouTube
comments);
location data;
apps, browsers,
and devices;
activity
(purchases,
videos watched,
etc.).

Yes; only with
recordings by
users who opt-in
to Voice &

No content-based
advertising (e.g.
email, chat, or
other personal
content); targeted
ads use location
data, Bing
searches,
advertiser web
pages,
demographics, and
things favorited by
user.
Improvement and
personalization.

Yes; user can
disable
location-based
ads, limit ad
tracking, and
view what
information is
used to deliver
these ads;
personal data is
not sent to
third parties.

When signed out:
voice data,
searches and
commands, device
and usage data.
When signed in
(in addition to
above): name and
contact data;
credentials;
demographic data;
payment data;
interests and
favorites; content
consumption data;
location data;
contacts and
communications;
browse history;
connected services
and skills, etc.
Yes; turned on by
default but can be
switched off.

Contact names,
nicknames, and
relationships;
music, books,
and podcasts;
names of
devices; names
of devices and
members of a
shared home in
the Home app;
names of photo
albums,
installed apps,
and shortcuts
added through
Siri.

Improvement
and training of
Siri.

Yes; only with
those users
who opt-in.
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Data
associated
with account

new features may
not work well for
you.”
No; data is
encrypted in
transit and stored
securely.
Unclear if it is
associated with
account
information/name
when signed in.

Audio Activity
(VAA) setting.
Yes, when
signed in; data is
encrypted in
transit and at
rest. When
signed out, data
is given a unique
identifier tied to
browser,
application, or
device.

No; where
required by law,
data collected
from a user who is
not signed is
stored separately
from data like
name, email
address, or phone
number than can
identify the user.
Unclear if it is
connected to
account
information/name
when signed in.

No; associated
with a random
identifier, not
Apple
ID/email.

